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DISTRIBUTION CONTROL 

The policy owner controls the distribution of this document. The policy document will be 

published as PDF file on the NSPM intranet site (when the intranet becomes available). 

 

NOTICE AND WARNING 

This document is the property of the Nigeria Security Printing & Minting PLC (NSPM), Plot 160, 

Ladoke Akintola Boulevard, Garki 2, Abuja, FCT Nigeria. Circulation is restricted to the NSPM 

and where a business requirement exists, to its designated associates, contractors and consultants. 

It must not be copied or used for any other purpose other than that for which it is supplied, without 

the express written authority of the NSPM. 

Except where provided for purposes of contractual requirements, NSPM disclaims any 

responsibility or liability for any use or misuse of the document by any person and makes no 

warranty as to the accuracy or suitability of the information to any third party. Any misuse of the 

document may be redressed by NSPM. 
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1.0 INTRODUCTION 

The purpose of this policy is to establish acceptable and unacceptable use of IT Network resources 

which includes, but not limited to Local Area Network (LAN), Wireless Local Area Network 

(WLAN), Metropolitan Area Network (MAN), Wide Area Networks (WAN), Extranet Gateway 

and Internet. This policy clearly defines the guidelines for the usage of the NSPM’s Network 

Facilities by members of staff and others.  

Internet access is provided to employees of the NSPM for the purpose of advancing the goals of 

the Company and for professional development and the education or training of employees. 

Authorized users of the Company’s internet connectivity may also use the internet for limited 

personal use. This is a privilege, not a right, and may be removed at any time by the Management. 

The NSPM does not accept liability for any loss or damage suffered by an employee as a result of 

using the Company’s internet connection for personal use. 

 

2.0 POLICY STATEMENT  

The purpose of this policy is to outline the acceptable use of network resources provided by the 

NSPM which are in place to protect the Company and the users. Inappropriate use exposes the 

NSPM to risks including virus attacks, compromise of network systems and services, and legal 

issues. 

 

3.0 RATIONALE 

The purpose of this policy is to ensure acceptable use of IT Network Resources in the NSPM by 

employees and all other users. Network Resources is a critical mechanism for business 

communications at the NSPM. The Company’s IT Network resources should be used with respect 

to and in accordance with its goals. 

This policy applies to employees, contractors, consultants, and other workers in the NSPM 

including all personnel affiliated with third parties. 

4.0 SCOPE 

This policy applies to the use of IT network resources which includes, but not limited to Local 

Area Network (LAN), Wireless Local Area Network (WLAN), Wide Area Networks (WAN), 
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Extranet Gateway and Internet to conduct the business of NSPM or interact with internal network 

and business systems, whether owned or leased by the Company, the employee, or a third party. 

4.1 PRIMARY USE: 

Users’ primary and overriding rationale for using the internet connection shall be for the 

performance of their roles in advancing the business of the Company. This shall include, but 

not limited to: 

• Communication with, and providing service to, clients and customers. 

• Conducting the business of the users’ department or unit (such as using the tools available 

on the Company’s Intranet). 

• Communicating with other employees for work-related purposes. 

• Gathering information relevant to your duties or to expand your expertise. 

4.2 PERSONAL JUDGMENT 

In limiting personal use, the NSPM expects employees to exercise the same good judgment 

that they would use in all work situations. For example, employees are expected to know 

that taking five minutes to take their breakfast in the canteen  is acceptable, while taking 

three hours to gather in an office or shop floor to watch football or go shopping at the mall 

during workday is not acceptable. Making decisions about employees’ use of the internet 

resources is not any different. 

The usage of the NSPM’s IT Network resources for purposes other than advancing the goals of 

the Company shall be limited by the following considerations: 

• It shall not cause any additional expenses to the NSPM. 

• It shall be infrequent and brief. 

• It shall not have a negative impact on overall employee productivity. 

• It shall not interfere with the normal operation of employee’s Department or work unit. 

• It shall not compromise the employee’s Department or the Company in any way. 

• It shall be ethical and shall not contravene acceptable usage policies of the Company. 
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The following examples are given only to illustrate the kind of situation where the NSPM expects 

employees would exercise their good judgment, based on the different categories of users. Their 

acceptable uses of the internet per category are as defined in the chart below. 

      4.3 Categories  
1. NSPM Executives: This refers to Top Management of the Company and includes the 

MD/CEO, Executive Directors (EDs) and Board of Directors.  

Members of this category are allowed to access all sites except those classified as adult and 

violence. 

2. Management: This refers to all NSPM Heads of Departments (confirmed/substantial and 

acting AGMs) and Heads of Units. Members of this category are highly involved in 

meetings, seminars, and workshops either as presenters or participants. 

Members of this category are allowed to access all sites except those classified as adult and 

violent. 

3. Senior Staff:  This includes all staff members of the senior cadre (Principal Manager down 

to Officers). 

Members of this category are not allowed to visit Personal Development sites. However, 

when studying, they can write officially through Head of  their Department to ICT  with 

evidence to seek approval to visit their study sites or Personal development sites. They are 

ALSO NOT PERMITTED TO VISIT sites classified as adult and violent. 

4. Junior Staff: This includes all other staff below the grade of Officer.  

Members of this category are allowed to access Business sites ONLY. They are ALSO 

NOT PERMITTED TO VISIT sites classified as adult and violent. 

5. Guest: This includes contractors, consultants and any other person that is not an employee of the 

NSPM.  

Members of this category may require internet access to aid their delivery service to the Company.  
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Internet Link Access Allocation Table: 

Cadre/Category Business 

(Without 

Chat) 

Personal 

Development 

Recreation and 

Entertaining (With chat) 

Obscene 

NSPMC 

Executives and 

Management 

✓  ✓  ✓   

Senior and 

Junior Staff 

✓  ✓  Available after 5pm 

weekdays 

 

Guest ✓   ✓   

 

Other Description of personal use/abuse 

Acceptable Limited Personal Use Abuse 

Ms. X keeps in touch with a circle of friends from 

high school via e-mail. Occasionally she will take few 

minutes to read and respond to an e-mail from one of 

those friends. 

Ms. X is the convener of a local amateur sports 

association. She has given her work e-mail out as her 

main contact. During the sports season, she spends up 

to 90 minutes each morning responding to queries and 

complaint and otherwise conducting league business. 

Mr. Y is a big fan of Nigerian Football. During the 

world championships, he takes a few minutes every 

morning to check a website that carries the overnight  

scores from the tournament. 

Mr. Y frequents websites that are clearly prohibited by 

the NSPM’s acceptable usage policy. Co-workers 

have been offended by some of the images clearly 

displayed on Y’s computer. 

Mr. Z reads a review of a new novel by Stephen King. 

While at work the next day, he logs onto amazon.com 

Mr. Z needs a new fishing rod and spends over an hour 

browsing the internet comparing different models of 

fishing rods. 



                            Version 2.0 

 

 

Acceptable Use of IT on Network Resources Policy  Page 9 

 

and purchases the book for delivery to his home 

address. 

   4.4 Unacceptable Use: 

The following activities are prohibited on NSPM’s network resources: 

a. Providing internal network access to unauthorized users. 

b. Using corporate resources for personal or commercial gain. 

c. Using corporate resources for religious activities 

d. Propagating, transmitting, accessing, downloading or otherwise communicating any content 

that is likely to be deemed racist, sexist, harassing, abusive, obscene or likely to cause offence 

to a recipient. 

e. Using your account to gain unauthorized access to external networks and systems. 

f. Unauthorized copying of copyrighted material; 

g. Introduction of malicious programs into the network (e.g. viruses, worms, Trojan, bots, etc.) 

to cause anarchy or exploit other staff and the company as a whole; 

h. Use of hacking tools to access unauthorized information except for use as a worktool within 

the IT Security unit 

i. Interfering with or denying service to any user other than the host (for example, denial of 

service attack); 

j. Introduction of honeypot, honeynet, or similar technology, unless it is part of normal job duties; 

k. Port scanning, security scanning or execution of any form of network monitoring which will 

intercept data not intended for the employee’s host, unless it is part of normal job/duties or 

with due approval. 

l. Under no circumstances is any employee of the NSPM or any contractor/guest authorized to 

engage in any activity that is illegal under local, state, federal or International Law while 

utilizing the Company’s owned resources. 
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m. Using the company’s resources to intimidate other persons either staff or not in the form of 

cyber bullying or cyberstalking 

SANCTION for inappropriate use of the network resources shall include but are not limited to: 

a. Temporary or permanent revocation of access to some or all computing and networking 

resources and facilities 

b. Disciplinary action in accordance with the Human Resources Policy & Procedure 

c. Legal action according to applicable laws and contractual agreements 

d. Dismissal where so advised 

4.5 Network Monitoring: 

NSPM employs monitoring software for the purpose of enforcing acceptable usage policies. This 

includes blocking access to certain websites for which access is deemed to be a contravention of 

these policies. 

 

5.0 PROCEDURE 

5.0 Abuse of Computing Privileges: Users of the Company’s information resources shall not 

access computers, computer software, computer data or networks without proper 

authorization by the Company.  

Example of misuse includes, but are not limited to the following activities: 

a. Using a computer account that is not authorized to be used.  

b. Obtaining a password for a computer account without the consent of the account owner. 

c. Using NSPM’s network to gain unauthorized access to any computer systems 

d. Knowingly, performing an act which will interfere with the normal operation of 

NSPM’s IT Infrastructure 

e. Using email for illegal behaviour such as harassment, intimidation, bullying etc. 

f. Masking the identity of an account or system 
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g. Posting materials on electronic bulletin boards that violate this policy and the HR Policy 

and Procedure. 

5.2 Prohibited Use: Users shall not send, view or download fraudulent, harassing, obscene 

(that is, pornographic), threatening or other messages that are a violation of applicable 

law or policy.  

5.3 Copyrights and Licenses: Users shall not violate copyright laws and must respect 

licenses to copyrighted materials. For example, un-approved sharing of files. 

5.4 Social Media: Users shall respect the purpose of and abide by the terms of use of online 

media forums, including social networking websites, mailing lists, chat rooms/blogs. 

5.5 Political Use: Users shall not utilize NSPM’s information resources for partisan 

political activities prohibited by federal, state or other applicable laws. The information 

resources may be used for other political activities only when it is in compliance with 

federal, state and other laws and in compliance with acceptable usage policies. 

5.6 Personal Use: The NSPM’s information resources shall not be used for activities 

unrelated to the Company’s functions. 

5.7 Integrity of Information Resources: Users shall respect the integrity of information 

and information resources. 

5.8  Other Prohibited Activities: Users shall not encroach, disrupt or interfere with access 

or use of NSPM’s information resources without express permission by the Company, 

users shall not release Company’s information or send bulk unsolicited email.  

5.9  Academic Pursuits: The NSPM recognizes the value of legitimate research projects 

undertaken by users. It may restrict such activities in order to protect the Company’s 

information and information resources.  

5.10 Access for Legal and Bank Processes: Under some circumstances such as 

investigations, subpoenas or lawsuits, the NSPM may be required by law to provide 

electronic or other records, or information related to those records to third parties. The 

Company may also permit reasonable access to data from Third-Party service providers 

in order to provide, maintain or improve services. Users do not have a right of privacy 

while using the NSPM’s network resources like the internet or email. 
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6 ROLES AND RESPONSIBILITIES 

 

• IT Quality Office, ICT Department: shall be responsible for executing all licensing 

agreements applicable to information resources of the NSPM and shall be responsible 

for reviewing this policy. 

• Infrastructure and Operations Office , ICT Department: shall be responsible for 

taking precautions against theft of or damage to the IT Infrastructure of the Company. 

• Service Centre Office shall be responsible for: Communicating this policy and other 

applicable information use to users.  

• Information Technology Security Office, ICT: shall be responsible for: Taking all 

appropriate actions to protect the security of information/information resources of the 

Company. 

• Reporting Violations: Users shall report incidents that violate this policy to the 

Service Desk of the ICT and shall report defects in system security or suspected 

unlawful activities at all hours by email or phone call. 

• Accessing Information and Systems: Inspecting and monitoring 

Information/Information resources may be required for the purposes of enforcing this 

policy, conducting investigations, ensuring the safety of individual users by complying 

with laws or ensuring proper operation of information resources.  

7.0 AUTHORIZATION 
This policy is as approved by the Executive Committee of the NSPM.  

7.1 Policy Change Authority: 
Changes to this policy shall be at the instance of the Head, ICT Department. 

7.2 Policy Compliance Statement: 

In accordance with the NSPM’s Code of Conduct, it is the responsibility of all employees 

of the Company and/or its contractors and other agents to strictly always comply with 

this policy.  
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8.0 ADDITIONAL DOCUMENTS 

1. All Acceptable Usage Policies 

2. Email Policy 

3. Human Resources Policy and Procedure 

4. IT Work-tools Allocation Policy. 

5. IT Standard Policy 

 

9.0 CONTACTS 

The following Groups/Offices of the Information Technology Department should be contacted for 

any enquiries as regards to this policy:  

➢ Head, Infrastructure & Operations Office 

➢ Head, Information Security Office 

➢ Head, Business & Applications Unit 

➢ Head, IT Quality Office in Business & Applications Unit, ICT Department 

 

10.0 APPENDIX: 

 10.1 Definition of Terms: 

➢ Information Resources: Are all computer and communication devices and other 

technologies which access, store or transmit the Company’s information. 

➢ Information: Information includes both the Company’s and user’s information. 

➢ Worktool: Worktools are computing devices such as personal computers, personal 

electronic devices, printers, etc., provided to staff of the Company to facilitate their 

performance of the official work.  

 

➢ Network: A network is a group of two or more computer systems linked together. 

 

➢ Access: Access is the ability, right or permission to approach or enter. 
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➢ Personal Use: Is defined as any personally initiated online activity that is conducted for 

purposes other than advancing the goals of the NSPM. 

 


